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EXECUTIVE SUMMARY

The bombing of the Alfred P. Murrah Federal Building in Oklahoma City,
Oklahoma, on April 19, 1995, was, at the time, the most significant act of
terrorism that had ever taken place in the United States. Government agencies,
led by the Federal Bureau of Investigation (FBI), immediately began an
extensive investigation to identify and prosecute the culprits. The investigation,
known as OKBOMB, was run by a Task Force that consisted primarily of FBI
investigators and support personnel and Department of Justice prosecutors.
Within afew months, three individuals — Timothy McVeigh, Terry Nichols, and
Michael Fortier — were indicted for crimes relating to the bombing. McVeigh
and Nichols were convicted after trials, and Fortier pled guilty as part of aplea
agreement with the government. McVeigh, who had devised the plot to bomb
the Murrah Building and had planted the bomb, was sentenced to desth.

On May 8, 2001, one week before McVeigh's scheduled execution date,
the Department of Justice and the FBI revealed to McVeigh's and Nichols
attorneys that over 700 investigative documents had not been disclosed to the
defendants before their trials. The government acknowledged that it had
violated a discovery order in the case, and the Attorney Genera stayed
McVeigh's execution for one month in order to resolve the legal issues arising
from the belated disclosure.

Following the public revelation of the problem, and after finding and
releasing more than 300 additional OKBOMB documents to the defense, the
FBI came under severe criticism for its handling of the OKBOMB documents.
Allegations were made that FBI personnel intentionally failed to disclose
exculpatory information to the defense.

When the problem of the belated documents was first disclosed, the
Attorney Genera requested that the Office of the Inspector Genera (OIG)
investigate the circumstances leading to the untimely production. This report
details the results of the OIG’ sinvestigation.

|I. TheOIG Investigation, Scope of the Report, and Conclusions

To conduct the investigation the OI G assembled a team of five attorneys,
two specia agents, two auditors, a paralegal, and support personnel. We
conducted approximately 200 interviews of current and former FBI and
Department of Justice officials. OIG investigators traveled to 13 FBI field
offices to conduct interviews, view the physical premises, and review the



offices’ processes for handling documents. These 13 offices accounted for over
50 percent of the belated documents. The OIG also surveyed the 43 other FBI
field offices for explanations about how they handled OKBOMB documents and
why they failed to provide the material deemed to be belated to the Task Force
during the OKBOMB investigation.

In general, our investigation sought to answer the following questions:

Why were discoverable items not produced before the McVeigh and
Nichols trias?

Did government employees intentionally conceal excul patory
information from the OKBOMB defendants?

Did the FBI act appropriately and timely upon learning that items sent
by FBI field offices to Oklahoma City in 2001 might not have been
disclosed properly to the defense before the McVeigh and Nichols
trials?

We investigated why more than 1,000 discoverable items had not been
disclosed to the defense before McVeigh's and Nichols' trials. Although the
media reported that some FBI officials were blaming the FBI’ s computer system
for causing the problem, we did not conclude that the computer system was the
cause of the belated production of documents. The FBI’s computer system is
antiquated and in need of substantial improvement, but we found that human
error, not the inadequate computer system, was the chief cause of the failure to
provide the defense with these items. The failures that we observed stemmed
from individual mistakes, the FBI’s complex document processing systems,
inconsistent interpretations of FBI policies and procedures, agents' failuresto
follow FBI paolicies, agents lack of understanding of the unusual discovery
agreement in this case, and the tremendous volume of material being processed
within ashort period of time.

Shortly after the documents problem became public, FBI Headquarters
asserted that the primary reason the defendants did not receive materialsto
which they were entitled was because the FBI field offices had failed to send
the materia to the OKBOMB Task Force. We found in many instances that
personnd in the field offices did fail to send OKBOMB material to the Task
Force. We aso found that in some instances these errors could have been
caught and remedied if the field offices had conducted appropriate searches for
OKBOMB materia in their files as requested by the Task Force. Significantly,
however, we also found that the Task Force lost or mishandled some of the



material sent by the field offices. Therefore, both the field offices and the
OKBOMB Task Force share responsibility for the incomplete document
production.

The defense attorneys alleged that the government had intentionally failed
to disclose information exculpatory to the defendants. We concluded that the
evidence does not support such claims. As part of our investigation into this
Issue, the OIG examined the evidence cited by the defense as supporting its
claims; however, this evidence reveaded primarily unintentional errors, not any
intentional effort by government employees to withhold discoverable documents
from the defense. The direct and circumstantial evidence supports the
conclusion that the government did not willfully withhold material known to be
discoverable.

In addition to determining the reasons why the documents had not been
timely disclosed to the defense, we a so investigated the conduct of FBI
personnel in 2001. The evidence shows that the belated documents problem was
revealed to defense counsal and to the public only one week before McVeigh's
scheduled execution because several FBI supervisors did not effectively address
the situation when the issue was discovered in January 2001. The supervisors
failed to aggressively manage the document review process and failed to set any
deadlines for completing the project. The supervisors aso failed to timely
notify OKBOMB prosecutors, FBI supervisors, and Department of Justice
officials. Thisbelated disclosure of the problem only one week before
McVeigh's execution created afirestorm of criticism, made it appear that the
FBI was hiding documents until the last moment, and led to the last-minute
rescheduling of the execution date.

In addition, we found that FBI Headquarters failed to effectively manage
the aftermath when the problem became public on May 10, 2001. Headquarters
was too quick to assign blame without sufficient facts, and it did not adequately
communicate with its field managers, many of whom found out about the issue
and that they were being blamed for the problem from press reports.
Headquarters also issued instructions to the field that were not well considered,
contributing to a sense of confusion throughout the agency.

The belated documents issue provides an opportunity to shine light on
severd of the FBI’ s long-standing problems: antiquated and inefficient
computer systems; inattention to information management; and inadequate
quality control systems. Although the belated documents issue was presented as
adiscovery problem, the FBI’ s troubled information management systems are
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likely to have a continuing negative impact on its ability to properly investigate
crimes. At the end of this report, we set forth several recommendations that
address these systemic weaknesses. The recommendations address, among
other issues, improved planning for complex, document intensive cases,
computer system enhancements; and increased automation training.

II. Background

Immediately following the bombing of the Murrah Building, the FBI and
the Department of Justice established a Task Force to investigate the crime. An
FBI Inspector in Charge and a Department of Justice prosecutor led the Task
Force, which at its peak consisted of over 200 investigators, prosecutors, and
support personnel. The Task Forceinitially was located in Oklahoma City but
later moved to Denver, Colorado, when the defendants' trials were moved. In
addition to the personnel assigned to the Task Force, thousands of other
Investigators from the FBI’ s 56 field offices, its foreign offices, and other law
enforcement agencies also participated in the OKBOMB investigation.

The belated documents consist primarily of “FD-302s” and “inserts,”
forms used by the FBI to record investigative activity such as witness
interviews. After FBI agentsin the field offices memorialized their investigative
activity on the appropriate form, the documents were supposed to be sent to the
Task Force. Task Force personnel organized the evidentiary material, entered a
brief description of the materia into appropriate databases, and filed the hard
Copies.

In every federal crimina trial, the defendants are entitled to have access to
some, but not al, of the prosecution’sfiles. After the OKBOMB defendants
were indicted, the government decided to go beyond the discovery rules
routinely used in federal criminal trials and agreed to provide the defense with
al the FD-302s and inserts. The agreement was not formalized in writing, but
we found no dispute about this obligation.

Asthe OKBOMB investigation progressed in 1995 and 1996, the Task
Force redlized that it was not receiving all of the documents generated in the
field offices. On many occasions, the Task Force sent sternly worded
instructions to the field officesthat all OKBOMB-related materials were to be
sent to the Task Force and directed the field offices to search their offices for
OKBOMB materias. At the same time, however, some field offices complained
to the Task Force that they were receiving multiple requests from the Task Force
for documents that the field offices had sent previoudly.
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I1l. Chronology of Events L eading to the Discovery of the Belated
Documents

We describe in the report the events of 2000 and 2001 that led to the
discovery of the belated documents, and we also describe the process that
personnel used to determine whether the documents had been disclosed
previoudy to the defense. Essentially, the belated documents were discovered
when FBI personnel began an archival process designed to ensure the long-term
maintenance of the historically significant OKBOMB materials.

The OKBOMB defendants were tried in separate trials in 1997 in Denver,
Colorado, after the trial judge moved the cases from Oklahoma City. Following
the trids, the evidence was packed, transferred back to Oklahoma City, and
stored in alarge warehouse. In early 2000, personnel in the FBI’s Oklahoma
City Field Office became concerned that the heating and cooling capacity of the
warehouse was insufficient to maintain the OKBOMB evidence, and they
sought the advice of the FBI’ sarchivist. The archivist agreed that the
warehouse was not suitable for long-term storage, and he also agreed to assist in
the preservation process.

In December 2000, the archivist sent an el ectronic communication to the
FBI's 56 field offices authorizing them to destroy copies of OKBOMB
documents that met specific guidelines the archivist provided. The field offices
were to send alist of the remaining OKBOMB materials to the Oklahoma City
Field Office. By late January 2001, two field offices sent their OKBOMB files,
not just alist, to Oklahoma City. When the files were examined, two Oklahoma
City Field Office analysts, both of whom had worked on OKBOMB and one of
whom had been involved in the discovery process, immediately became
concerned because they found what they believed to be original documentsin
the field office boxes. Because they did not believe that the field offices should
have been in possession of any original OKBOMB documents, the analysts
promptly advised an Oklahoma City supervisor and two FBI managersin the
Ddllas, Texas, Field Office, one of whom had been the OKBOMB Inspector in
Charge, that some of the material might not have been disclosed during the
discovery process.

On January 30, 2001, the Oklahoma City analysts sent a communication to
al FBI field offices instructing the field offices not to destroy OKBOMB
documents and to send OKBOMB materias to Oklahoma City. Asthe material
came into Oklahoma City, the two analysts plus afew additional Oklahoma City
personnel reviewed every document to determine whether they had been
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disclosed previoudly to the defense. Aswe describe in the report, the databases
used by the FBI for the OKBOMB investigation made this process difficult and

inexact.

Because the Oklahoma City employees learned that the field offices had
not complied completely with the January directive to send all OKBOMB
material, they sent yet another directive in March 2001 again requesting that all
OKBOMB material be sent to Oklahoma City. During the review process, the
two analysts kept their Oklahoma City supervisor and the two Dallas Field
Office OKBOMB supervisors informed about the progress of their review. In
March 2001, the analysts showed the Dallas supervisors a box of problem
documents that they had not been able to find in the databases that listed which
documents had been disclosed to the defense. Throughout March and April, the
Oklahoma City personnel continued their review. By the end of April 2001,
they finished their examination of al the documents sent by the field offices and
concluded that over 700 documents had never been disclosed to the defense.
Concerned about the approaching execution date, the Oklahoma City personnel
sent the documents to Dallas so the OKBOMB Inspector in Charge could
determine how to handle the issue.

On May 7 and 8, 2001, the OKBOMB Inspector in Charge notified for the
first time FBI Headquarters and an OKBOMB prosecutor that documents that
had not been turned over in discovery had been found in FBI files. The
prosecutor disclosed 715 documents to the defendants’ attorneys on May 9. Yet,
the FBI continued searching for and finding additional documentsin itsfield
offices. These documents also were reviewed, and by the end of May over 300
more documents were released to the defense. In total, 1,033 documents were
provided to the defense.

V. Causesof the Belated Production of Documents

The OIG found that both the field offices and the OKBOMB Task Force
were responsible for documents not being disclosed timely to the defendants.
With respect to most of the documents, we were unable to determine definitively
the exact cause of the problem because of FBI employees’ inability to either
know or recall exactly what they did with a document that they handled over six
years ago. Nonetheless, we were able to determine a number of factors that
likely caused the problem.

First, the FBI’s system for handling documents is complex. Many
different employees are involved in processing documents, including agents,



supervisors, and various administrative personnel. Documents are stored in
many different locations, various databases are used to track the documents, and
information is placed on different types of forms, which are handled in various
ways depending on the type of form.

Second, certain procedural breakdowns added to the complexity of
processing the OKBOMB documents. For example, in order to get information
to the Task Force as quickly as possible, agents used teletypes (aform of instant
communication similar in some ways to afacamile) to send information. Y et,
FBI and OKBOMB procedures required that information be placed in a different
format — an FBI FD-302 or an insert. Some of the document-handling problems
arose because field offices believed information had been sent to the Task Force
(because they had sent ateletype) but, because the Task Force did not disclose
teletypes, the information did not ultimately get to the defense.

We aso found that some offices purposefully did not send information to
the Task Force because an agent or supervisor believed the information was not
pertinent to the OKBOMB investigation. The Task Force became aware of this
problem and sent instructions to the field that all information relating to the
bombing was to be reported to the Task Force regardless of the field office's
view of its significance. Nonetheless, despite these instructions, some agents
still failed to send documents to the Task Force because they deemed the
information to be insignificant. Although these agents erred in making these
decisions, we believe they acted from a mistaken view of the discovery
requirements, which were substantially broader than in the usual case, not with
the intent to hide exculpatory information.

Other factors dso played arole. Agentsin Resident Agencies (that is, FBI
satellite offices) created many of the belated documents. We found that offices
and individual employees differed as to whether Resident Agency personnel or
personnel in the primary FBI field office were responsible for sending material
generated in the Resident Agency to the Task Force. In some cases personnel
assumed that someone el se had sent the document to the Task Force when in
fact no one had.

A version of this same problem — incorrect assumptions about other
employees’ actions — likely caused documents relating to confidential
informants, about 10 percent of the belated documents, to not be disclosed.
Documents relating to confidential informants are kept separately from other
field office files, different personnel are involved in handling the documents,



and the database used to track confidential informant documentsis particularly
difficult to use effectively.

We found, however, that many of these problems might have been caught
If the field offices had responded properly to the Task Force's document
requests. In 1995, 1996, and 1997, the Task Force repeatedly requested that the
field offices send all OKBOMB materialsto it. Indeed, asternly worded
communication from the FBI Director was sent to the heads of al the field
offices in November 1996 directing them to ensure that all investigative activity
had been documented properly and forwarded to the Task Force. The directive
even listed various locations in the field offices to be searched for OKBOMB
material. The evidence showed that many field offices did not follow these
instructions, however. In 2001 original documents were found in many of the
same locations that the field offices had been directed to search.

Although the field offices failed to send all OKBOMB materials to the
Task Force, the Task Force also shares responsibility for documents not being
disclosed to the defense. We found some of the belated documents in the Task
Force files misfiled in subfiles that were not used to compile discovery. In other
Instances, athough we could not find the actual document, the evidence strongly
indicated that the field office had sent the document to the Task Force. In those
cases, the evidence suggests that Task Force personnel misfiled, mislaid, or lost
the document.

The massive quantity of documents coming into the Task Force placed
enormous stress on a document-handling process that utilized hundreds of
employees (many of whom were on temporary duty), involved multiple
databases, and required documents to travel to an assortment of teams for
processing. Under these circumstances, it was inevitable that some documents
would be mishandled. The problem was compounded, however, by severa
factors. First, the Task Force did not have aroutine policy of checking to ensure
that items afield office said were being sent actually arrived at the Task Force.
Also, documents easily could be accidentally lost or placed in the wrong filing
cabinet drawer at the Task Force, and the error would not be noticed. Task
Force supervisors did not recognize the deficiencies in their document
processing, and they gave little consideration to whether any measures should be
taken to plug the gaps.

In addition, the FBI did not have an effective automated quality control
system to help the Task Force track documents when they were generated.
Although the FBI assigns a serial number to every document, in 1995 each field
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office assigned its own set of seria numbers to the documents stored in itsfiles,
resulting in duplicate serial numbers. In order to generate a unique number for
each document, the OKBOMB Task Force gave an OKBOMB seriad number to
each document sent by the field once the Task Force had received the document.
Consequently, the Task Force could only track documents once they had been
received and serialized at the Task Force. The Task Force developed several
manual quality control projectsto help it identify missing documents, but these
were limited, prone to human error, and unable to ensure that all discoverable
documents were received from the field offices.

We carefully examined the alegation that the government intentionally
withheld exculpatory information from the defense. We concluded that the
evidence did not support a finding that government personnel deliberately
withheld exculpatory information from the defense. For the reasons stated
previoudly, the evidence showed that mistakes and inadequate document
handling systems were the chief cause of the faillure to properly disclose
documents. In addition, the vast mgority of the documents contained
information of no significance or information that had been disclosed to the
defense in other forms. 1n afew instances, we did find that agents had made the
decision not to send certain items to the OKBOMB Task Force. As previousy
stated, however, we determined that in those cases the agents mistakenly
believed that documents they judged to be non-pertinent to the OKBOMB
investigation did not need to be sent to the Task Force. We did not find that the
agents intended to hide evidence from the defense.

As part of our investigation regarding intent, we investigated eight belated
documents that McVeigh's attorneys asserted were particularly significant and
were evidence of the government’ sintentional misconduct. We interviewed the
agents who drafted the documents, their supervisors, and in some cases the
administrative personnel who processed the documents. As aresult of this
review, we did not find evidence showing intentional misconduct. Rather, as
with the other belated documents, the evidence indicated breakdownsin the
document-handling process due to human error.

V. Analysisof FBI Officials Actionsin 2001

As part of the OIG investigation, we examined and analyzed the actions of
FBI officidsin reacting to and managing the belated documents problem after it
first arose. Three FBI managers were aware of the potential problem as early as
January 2001 — Danny Defenbaugh, the Inspector in Charge of the OKBOMB



investigation who later became the Special Agent in Charge of the Dallas,
Texas, Field Office; OKBOMB Supervisory Specia Agent Mark White, who
became a Supervisory Special Agent in the Dallas Field Office; and William
Teater, a Supervisory Specia Agent in the Oklahoma City Field Office.

We concluded that Defenbaugh and White did not effectively manage the
review process of the OKBOMB documents. The Oklahoma City personnel
who were reviewing the documents kept White, and through him Defenbaugh,
informed that they were unable to find evidence establishing that many of the
documents they were examining had been disclosed before the defendants
trials. Both White and Defenbaugh traveled to Oklahoma City in March 2001
and examined some of the documents that had been set aside as “problems.”

Y et, despite McVeigh's fast approaching execution date, neither White nor
Defenbaugh set any deadlines or timetables by which the review process was to
be concluded, nor did they involve themselves in the process of getting the
documents from the field offices to Oklahoma City for review. And they failed
to notify the prosecutors or anyone at FBI Headquarters about the potential
problem until May 7, approximately one week before the scheduled execution
date. We believe their failure to take timely action to resolve, or report, the
problem of the belated documents was a significant neglect of their duties, and
we recommend that the FBI consider discipline for these failures.

We aso concluded that Oklahoma City Supervisory Special Agent Teater
did not adequately supervise the document review project. Although Teater kept
apprised of the status of the project and periodically asked the Oklahoma City
employees whether they needed more resources, he did not consult with either
Defenbaugh or White to ensure that the review process was completed
expeditioudly.

A closer question was the inaction of Oklahoma City Special Agent in
Charge Richard Marquise. In March and April 2001, Teater sent Marquise e
mails describing the activities of his squad. The emails reference the
OKBOMB review project, although not in a particularly detailed or descriptive
fashion. We concluded that under the unusual circumstances of this case,
Marquise should have questioned Teater further regarding the review project
and the meaning of hise-mails.

We also concluded that the reactions of FBI officias at Headquarters
following the public disclosure of the belated documents problem contributed to
confusion within the agency. Early statements about the cause of the problem
incorrectly placed blame for the problem solely on the field offices.
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Communication with the field offices was deficient and led to some field office
Special Agentsin Charge learning of the problem from the media. I1n addition,
Headquarters officials gave instructions to the field without a complete
understanding of the nature of the problem, thereby resulting in field offices
having to complete multiple and duplicative time-consuming searches.

VI. Inadequate Responses by Field Officesto Requestsfor Information in
2000-2001

During our investigation, we reviewed hundreds of communications
between and among FBI Headquarters, the OKBOMB Task Force, and the field
offices. We found that a significant number of the communications contained
Inaccurate information, many of the responses were untimely, and in some cases
offices did not respond at all to urgent requests for information. Although these
failures did not cause the belated documents problem, they raise serious
guestions regarding the FBI’ s attention to detail, managerial accountability, and
the reliability of information sent by field offices to Headquarters and to other
field offices.

In some instances, we found that FBI personnel responded to the
Oklahoma City Field Office' s requests for OKBOMB documents in January and
March 2001 by making inaccurate entries in the FBI’ s central database
indicating that they had completed the task requested by Oklahoma City. In
fact, our investigation showed that the personnel had taken no stepsto search
for, examine, or send the OKBOMB documents as requested by Oklahoma City.
We aso found that some field offices reported to Oklahoma City in January
2001 that they had no OKBOMB documents, only to send boxes of documents
to Oklahoma City in May 2001.

We also found that some field offices appeared to have “lost” the FBI
archivist’s December 2000 request for OKBOMB documents and never took
any action on it. Additionally, athough the January and March 2001 requests
from Oklahoma City for OKBOMB documents were marked as requiring
“Immediate” action, in many instances the field offices took weeks or months to

respond.
VIl. Destruction of Documents

As described earlier, through an el ectronic communication dated
December 20, 2000, the FBI archivist authorized FBI field offices to destroy
copies of OKBOMB documents that remained in their files, if the field office
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followed guidelines set out in the communication. Our investigation found that
13 field offices destroyed some portion of their OKBOMB files following the
archivist’s authorization, and two offices had destroyed files even before the
archival process had begun. Of the 13, only one reported following the
archivist’s guidelines regarding destruction.

We attempted to determine whether these field offices had destroyed any
FD-302s or inserts — in other words, the type of documents that were covered
under the discovery agreement. Nine field offices either acknowledged
destroying such documents or could not rule out the possibility that they had
been destroyed.

These nine offices insisted, however, that they destroyed only copies of
materials that had been sent to the OKBOMB Task Force. While probably true
with regard to most of the destroyed documents, it is difficult to verify that the
destroyed documents had been sent to the Task Force previoudly. Furthermore,
even if the documents had been sent to the Task Force before the defendants
trials, the information might not have been disclosed to the defense. If the field
offices had sent their files to Oklahoma City for analysis rather than destroying
them, some of the documents may not have been found in the Oklahoma City
databases that listed what documents had been disclosed to the defense. In other
words, without the actual documents to compare with the FBI databases, it is
difficult to determine whether all the destroyed documents had been disclosed to
the defense.

We also discussin the report the failure of the FBI and the Department of
Justice to bring the fact of the document destruction to the attention of the trial
court and the defense attorneys in May and June 2001 when McVeigh's stay of
execution motion was being litigated. We attributed this failure to a breakdown
in communication within the FBI and between FBI officials and prosecutors, the
fact that senior FBI officials did not understand the role that copies played in the
belated documents problem, and the intense focus on finding the remaining
OKBOMB documentsin the field offices.

VIIl. Recommendations

Although our investigation revealed numerous problems with the FBI's
handling of the documentsin this case, we believe the failings also need to be
placed in context. The OKBOMB Task Force and the field offices were dealing
with what, at that time, was the largest crimina investigation ever undertaken by
aUnited States law enforcement agency. The FBI processed millions of
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documents and items of physical evidence, conducted thousands of interviews,
and managed an investigation that involved thousands of investigators and
support personnel from the FBI and other agencies. The belated documents
problem should not diminish their efforts. Rather, the problems encountered in
this case should be used to help ensure that the FBI’ s record management

system is substantially improved so that information can be obtained, stored, and
retrieved efficiently and effectively in the future.

To aid in that effort, our report makes a series of systemic
recommendations, most of which relate to FBI computer systems and document
management. The FBI initiated an automation system in 1995 that could
address, in large part, the problem that we saw in OKBOMB - the inability of
the case investigators to know what documents have been created by other
investigators. The Automated Case Support (ACS) system utilizes “universal
seriaization” for document management. In any given case, al documents are
given seria numbers that follow sequentially regardliess of the field office that
created the document. Accordingly, case investigators can easily tell if they are
missing the hard copy of a particular document because there will beagap in
the sequence.

We found, however, that ACS is so difficult to use that many agents and
supervisors have abandoned the effort. Asaresult, the FBI has both a paper and
an electronic information management system in place, neither of which is both
reliable and effective.

The FBI istrying to develop upgraded information technology systems as
part of aproject it calls Trilogy. We did not investigate Trilogy as part of this
review and therefore cannot state whether ultimately it will solve the FBI’'s
substantial information management problems. But the success of any system
depends on the FBI’ s full commitment to itsuse. All FBI employees must be
fully trained on the system, and the efficient use of automation must become
part of the basic job requirements for all employees, not only administrative
support personnel but also agents and managers.

We recommend that the FBI simplify its record keeping process as part of
the development of the new information management system. The FBI usesa
multitude of forms, and various record keeping procedures are used depending
on theform. We believe that some of the forms could be eliminated. In
addition, sending documents through an office electronically might help to
reduce the number of opportunities for documents to go astray smply by
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reducing the number of employees and steps involved in processing the
documents.

Over the years, the FBI has devel oped various independent databasesto
perform tasks that ACS does not perform or does not perform well. The
OKBOMB investigators used at least three major information management
systems, none of which were linked to each other. We believe that any new
automation system must be flexible and expandable so that independent systems
can be eliminated.

We make other specific recommendations regarding document tracking
and lead management and tracking. We also recommend substantially enhanced
computer training and suggest that the FBI should consider making computer
usage part of the core skills needed to graduate from the new agents training
academy.

As part of our investigation we a so interviewed prosecutors and senior
Investigators who participated in other major FBI cases. We found that thereis
no formal processin place for learning from these prior experiences. We
recommend that the FBI and the Department of Justice initiate a post-case
review process and develop case management protocols for large investigations
like OKBOMB. Substantial time and effort can be saved if the case
Investigators and prosecutors do not have to reinvent administrative and
substantive solutions to problems and issues that commonly arise during major
cases.

We believe that implementation of these recommendations will help
address the significant problems with the FBI’ s computer systems and document
handling. These problems are not new. The FBI has known about many of
them for some time, either because the OI G has discussed them in other reports
or because the FBI has found them through their own reviews. But the FBI has
not done enough to address these problems.

Asthe tragic attacks of September 11 revealed, the FBI continues to be
faced with cases of the scale and dimensions of OKBOMB, and the lessons
learned from OKBOMB continue to be important. To adequately fulfill its
responsibilitiesin mgjor cases, aswell asin smaller ones, the FBI must
significantly improve its document handling and information technology. This
requires a sustained commitment of resources and effort, but we believe the FBI
must make this commitment if it is to avoid the serious problems that occurred
in the OKBOMB case.
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CHAPTER ONE
INTRODUCTION

|. Background

The Alfred P. Murrah Federal Building in Oklahoma City, Oklahoma,
exploded on April 19, 1995, following the detonation of a bomb. One hundred
and sixty-eight individuals died and several hundred more were injured in the
explosion. The Federal Bureau of Investigation (FBI) began an internationa
Investigation to identify and capture the perpetrators.

Just 77 minutes after the explosion at the Murrah Building, an Oklahoma
State Trooper stopped Timothy McVeigh for atraffic offense less than 80 miles
from the bombing site and subsequently arrested him for unlawfully carrying a
handgun. Within 48 hours, the FBI identified McVeigh as a prime suspect in the
attack on the Murrah Building. Federa officials charged McVeigh with
unlawful destruction by explosives.

Over the course of the next several months, the FBI dedicated enormous
resources to identifying the perpetrators of the bombing and obtaining the
necessary evidence to indict and convict them. The FBI’s 56 domestic field
offices, as well asitsforeign offices, were involved in the investigation. A task
force coordinated the efforts of the FBI, prosecutors, and agents from other law
enforcement agencies. The investigation, known as OKBOMB, led to the
arrests of two additional suspects. Terry Nichols and Michadl Fortier. McVeigh
and Nichols were indicted on August 10, 1995, for 11 counts of violating Title
18 of the United States Code relating to unlawful use of explosives and weapons
of mass destruction as well as first degree murder. Fortier was indicted for
conspiracy, false statements, and other crimes.*

In criminal trias, the government must provide to the defense some of the
information contained within itsfiles. Thisis known as the discovery process.
The discovery rules that govern al federa trials require that statements of
witnesses testifying at trial, evidentiary items to be used at trial, and information
excul patory to the defendants be disclosed. See Rule 16, Federa Rules of

! Fortier ultimately accepted a plea agreement and testified on behalf of the government.
He was sentenced to 12 yearsin prison and fined $200,000.
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Criminal Procedure; Brady v. Maryland, 373 U.S. 83 (1963); Jencks Act, 18
U.S.C. § 3500. Early inthe OKBOMB discovery process, however, the United
States agreed to go beyond these requirements and disclose all investigative
reports. Over 27,000 investigative reports, 13,000 items of physical evidence,
and millions of pages of hotel, motel, and tel ephone records were produced or
made available to the defense before or during the trials.

McVeigh's and Nichols' trials were severed. McVeigh was convicted on
al 11 counts on June 2, 1997. On August 14, 1997, following a sentencing
hearing, McVegh was sentenced to death. On December 23, 1997, Nichols was
convicted of eight counts of involuntary mansaughter and one count of
conspiracy. He was sentenced to life imprisonment. Both McVeigh and
Nichols appealed their convictions, but the United States Court of Appeals for
the Tenth Circuit upheld the convictions and sentences. In December 2000,
McVeigh ended his appeals, and his execution was set for May 16, 2001.

Independent of the trial and appellate process, in February 2000, personnel
in the FBI's Oklahoma City, Oklahoma, Field Office recognized that the
warehouse being used to store the OKBOMB investigative materials was
probably inadequate for long-term storage. They sought advice from the FBI’s
archivist on February 18, 2000. After viewing the warehouse storage facility in
May 2000, the archivist agreed that the storage facility was inadequate, and he
initiated an archival process to preserve the OKBOMB documents. As part of
that process, on December 20, 2000, the archivist sent amemorandum to all FBI
field offices instructing them to identify their OKBOMB files, permitting them
to destroy copies of certain documents previoudy sent to the OKBOMB Task
Force, and requiring them to send a list of the items that had not been destroyed
to the Oklahoma City Field Office.

In January 2001, several field offices responded to the archivist’s
memorandum by destroying some of their OKBOMB documents as they had
been authorized to do. Two field offices sent their entire OKBOMB files to
Oklahoma City. When Oklahoma City Field Office personnel examined the
material sent by the two field offices, they observed documents that they
suspected had not been sent previoudy to the OKBOMB Task Force and that
might not have been disclosed to the OKBOMB defendants as part of the
discovery process. The Oklahoma City Field Office personnd notified three
FBI supervisors about the potential problem: OKBOMB Inspector in Charge
Danny Defenbaugh, who was then the Special Agent in Charge of the Dallas,
Texas, Fiedd Office; OKBOMB Supervisory Special Agent Mark White, who
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was then a Supervisory Special Agent in the Dallas Field Office; and Oklahoma
City Field Office Supervisory Special Agent William Teater. After consulting
with the archivist, the Oklahoma City personnel sent a memorandum on January
30, 2001, to the field offices instructing them not to destroy any materia and to
send all OKBOMB materias to Oklahoma City.

Over the course of the next several months, FBI personnel in Oklahoma
City received OKBOMB files from FBI field offices and foreign offices.
Personnel carefully compared the incoming material to OKBOMB records to
determine whether the material had been disclosed to defense counsel. By
March 2001, FBI personnel determined that a significant number of items sent
in by the field offices likely had not been disclosed to defense counsel even
though they were within the categories of items that should have been disclosed
pursuant to the discovery agreement. By the end of April 2001, when the review
process was completed, the number of suspected undisclosed items was over
700.

On May 7, 2001, nine days before McVeigh's scheduled execution,
OKBOMB Inspector in Charge Defenbaugh first notified FBI Headquarters
about problems with the discovery in the case, and on May 8 he notified the
OKBOMB prosecutor. On the same day, the prosecutor contacted the defense
attorneys to notify them of theissue. By the next day, May 9, 2001, the
OKBOMB prosecutor provided 715 documents, consisting of approximately
3,100 pages, to the defense attorneys.

The problem with the documents in the McVeigh case was immediately
disclosed to the press, and on May 10, 2001, the media reported that the FBI had
failed to disclose thousands of pages of documents to the defense. On May 11,
2001, Attorney Genera John Ashcroft postponed McVeigh's execution until
June 11, 2001. The Attorney General stated that he was taking the extraordinary
action to allow defense attorneys adequate time to review the documents and to
“protect the integrity of our system of justice.” Also on May 11, the Attorney
General requested that the Department of Justice Office of the Inspector General
(OIG) investigate the circumstances surrounding the FBI’ s belated production of
OKBOMB documents.

Within afew days following the initial disclosure, over a hundred more
documents that had not been disclosed previously were found in two FBI field
offices. Asaresult, concerns arose as to whether the field offices possessed till
more OKBOMB material that needed to be reviewed to determine whether the
items had been properly disclosed. During the week following the public
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disclosure of the problem, FBI Headquarters on severa occasions instructed all
FBI field offices to send OKBOMB materia to Oklahoma City for review. The
field offices sent in boxes of additional material, which the FBI aso reviewed to
determine if any discoverable items had not been disclosed properly. Asa
result, the FBI determined that a* second wave’ of discoverable items,
consisting of amost 200 documents, likely had not been disclosed to the defense
before the trials. By the end of May, atotal of 1,033 items were provided to the
defense.

The failure to produce discoverable material timely can have serious
consequences. The government commits prosecutorial error if it fails to disclose
information to which the defense is entitled, and the defense may alege that the
government has violated its discovery obligations even after a conviction. In
some instances, the error may be so egregious that the court determines that the
defendant did not receive afair trial, reverses the conviction, and grants the
defendant anew trial. After learning about the belated documents, McVeigh's
defense attorneys began proceedings to stop his execution. In media reports and
in their legal pleadings, the defense attorneys accused the government of
intentionally withholding evidence that would have assisted them to prepare for
trial.

During the weeks following the government’ s disclosure of the belated
documents, the media reported critically on the issue, and members of Congress,
the bombing victims, and the victims' families expressed dismay at what they
perceived as bungling by the FBI. The press also reported that many in the
public believed the government had intentionally withheld important evidence
and that the FBI’ s reputation had suffered as aresult of the perceived
mismanagement of one of its most important cases.

II. OIG Investigation and Report

A. Staffing and Investigative Process

On May 11, 2001, Attorney General Ashcroft requested that the | nspector
General investigate the circumstances surrounding the belated production of the
documents.?> Immediately following the Attorney General’s request, the

2 Under ajurisdictiona order issued by Attorney General Reno in 1994 (AG Order No.
1931-94), responsibility for investigating allegations of misconduct in the FBI was assigned
(continued)
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Inspector General assembled ateam consisting of five attorneys, two specidl
agents, two auditors, a paralegal, and support personnel to conduct this
investigation. The team began conducting interviews that day.

The team conducted almost 200 interviews involving personnel from FBI
Headquarters, Main Justice, United States Attorneys Offices, and numerous
FBI field offices. The OIG dso interviewed many former FBI and Department
employees. OIG investigators traveled to 13 field offices to interview
personnel, view the physical premises, and see the process for handling
documents in those offices. Atlanta, Baltimore, Buffalo, Columbia, Dallas,
Denver, Detroit, Los Angeles, Miami, New Orleans, New Y ork City, Oklahoma
City, and Philadelphia. These field offices accounted for over 50 percent of the
belated documents.?

The OIG sent a survey to the remaining 43 field offices not visited by OIG
investigators. The survey requested information regarding the procedures used
in 1995-1997 by the field offices during the OKBOMB investigation, how the
field offices responded to the 2000 and 2001 requests for documents, and any
document destruction. The OIG aso requested explanations for why field
offices had failed to provide material to the OKBOMB Task Force during the
course of the OKBOMB investigation.

FBI employees fully cooperated with the OIG investigation. Oklahoma
City Field Office personnel, in particular Linda VVernon and Peggy Richmond,
provided substantial assistance to the OIG. We also appreciate the significant

(continued)

to the FBI’s Office of Professional Responsibility. Under this order, the Inspector General
could investigate allegations of FBI misconduct only when assigned by the Deputy Attorney
Genera or the Attorney General. This order was changed by Attorney General Ashcroft in
July 2001 to permit the OIG to conduct investigations of the FBI without receiving prior
approval. See28 C.F.R. §0.29c.

3 The Col umbia, South Carolina, Division had only one belated item. However, it had
notified the FBI’ s Office of Professional Responsibility in May 2001 that it was unable to find
11 volumes of OKBOMB files and that it had no record of destroying the files. The OIG
traveled to Columbia primarily to investigate the circumstances of these missing files.
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assistance provided by Kevin Perkins, Section Chief, Inspection Division, who
was the FBI’s liaison with the OI G for this investigation.*

The OIG provided adraft of this report to individuals in the FBI and the
Department whose conduct was at issue for comments. Severa individuals
provided comments, and the OIG made severa minor revisions. We discuss
these revisions throughout the report, and in some instances discuss why we did
not make other requested changes.

B. Organization of this Report

Thisreport is organized into eight chapters. This chapter, Chapter One,
provides a summary of the belated documents problem and the OIG
investigation. Chapter Two provides an overview of the FBI’ s organizational
structure, the FBI’ s document management system, and the terminology used
throughout this report.

After these introductory chapters, the report is divided into two time
periods. Chapter Three discusses events occurring from 1995 to 1997 — that is,
the period concerning the investigation of the crime and the prosecution of
McVeigh and Nichols; Chapters Four, Five, and Six address events occurring in
2000 and 2001, the period involving efforts to archive the OKBOMB documents
and the production of documents not disclosed to the defense during the earlier
period.

In Chapter Three we analyze why discoverable material was not disclosed
to the defense. First, we discuss the discovery agreement, the discovery process,
and the OKBOMB Task Force' s efforts to obtain investigative documents from
thefield. We then move to our analysis of the causes for the belated production
of discoverable materia. In thisportion of the chapter, we explain that both the
field offices and the OKBOMB Task Force share responsibility for the failure,
and we discuss the many factors that contributed to the problem. We then
discuss and anayze the evidence pertaining to a key issue in our investigation —
whether the government intentionally withheld exculpatory information. We set

% The events of September 11 did slow the FBI’ s ability to respond to our requests for
interviews and documents, which delayed to some extent the completion of our investigation.
In light of the understandable impact of September 11, we appreciate the FBI’ s full
cooperation with our review.
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forth the evidence cited by the defense as supporting their allegation, the OIG’s
investigation of that evidence, and our conclusion that the government did not
intentionally withhold exculpatory evidence.

Chapter Four begins with a chronology of the events occurring in 2000
and 2001 that led to the discovery that over 1,000 documents had not been
provided to the defense prior to McVeigh’'s and Nichols' trials. We describe the
archival project, how potentially discoverable documents were discovered, and
the process that was used to determine whether discoverable documents had, in
fact, been disclosed. After the chronology, we analyze the conduct of the
managers who supervised the review project.

In Chapter Five, we discuss and analyze FBI Headquarters' response after
it was notified of the belated documents problem, including its attempts to
ensure that all OKBOMB materials were found and sent to Oklahoma City.

In Chapter Six, we first discuss the failure of various field offices to
properly respond to requests for information, specifically the difficulties
encountered by Oklahoma City personnel when trying to obtain documents from
the field offices. On many occasions field offices responded untimely to the
requests, failed to respond at all, or provided inaccurate information. We aso
discuss the destruction of OKBOMB documents by the field offices and the
effect that destruction might have on the number of belated documents.

In Chapter Seven, we set forth our recommendations for systemic
improvements, and Chapter Eight summarizes our conclusions.
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CHAPTER TWO
DOCUMENT MANAGEMENT IN THE FBI

This chapter sets forth the basic terminology and procedures used in the
FBI’ s document management system. We describe the relevant aspects of the
FBI’sfield structure, the OKBOMB Task Force, the documents at issue, and the
procedures used by the FBI to process documents. We dso describe the
computer systems used by the FBI to assist its document management.

|. TheFBI Fidd Structure

The FBI is a component of the United States Department of Justice. The
FBI is headed by a Director. During the time period under review, the second in
command was the Deputy Director.” Included in the FBI’s organizational
structure are its Headquarters operations, which are located in Washington,
D.C., 56 field offices, and 44 foreign offices, known as Legal Attaché offices or
Legats. Thefield offices are located in major cities throughout the United
States. Each isheaded by a Special Agent in Charge (SAC).° Thefield offices
are dso known as divisions, and we use the terms interchangeably. We show an
FBI organizational chart in effect in 1995 at Exhibit 1 in the Appendix at p. A-1.

A field office consists of an office in the “Headquarters City,” which isthe
primary office, and Resident Agencies. The Resident Agencies are located in
over 700 smaller cities and towns and may be staffed by only afew agents.

Field offices are divided into squads that have specific subject matter
responsibilities, for example the drug squad, the counterterrorism squad, and so
forth. A Supervisory Special Agent manages each squad and supervises the
agents assigned to the squad.

> On December 3, 2001, the FBI announced a reorganization of FBI Headquarters that

created four new Executive Assistant Director positions to oversee FBI functions. The FBI's
Deputy Director, Thomas Pickard, retired in November 2001, and the FBI has not decided
whether the Deputy Director position will be filled.

® Very large field offices, such as Los Angeles and New Y ork City, are headed by
Assistant Directors in Charge (ADIC), rather than SACs.
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The field offices also have personnel who are assigned to handle
administrative support functions. The chief administrative employeeisthe
Administrative Officer. The size of the office dictates how many additional
administrative supervisors and support employees are needed.

In addition to a secretary, each squad has an Information Management
Assistant (IMA), or “rotor,” assigned to maintain a squad’ s pending case files.’
Although the rotor works for the investigators on the squad, the rotor’ s direct
supervisor is on the administrative side of the office. The rotor handles al tasks
associated with documents, such as filing and entering documents into the FBI's
computer system. The rotor is assigned to at least one and often two squads and
will handle these tasks for all the agents assigned to those squads. We show an
organizational chart for the counterterrorism and administrative operations (the
operations most relevant to this report) in atypical field office at Exhibit 2 in the
Appendix at p. A-3.

II. Documentsand Other Physical Items

The primary documents at issue in this investigation consist of FD-302s
and inserts. FD-302s are the forms used by the FBI to record investigative
activity, particularly, although not exclusively, the results of interviews. Inserts
also record investigative activity, although they are usually used for information
that is believed to be “non-testimonia” or “negative,” that is information that is
not significant to the investigation. For example, an insert might be used to
document that a criminal records check was negative.

The FBI adso uses“1As,” “1Bs,” “1Cs,” and “Elsur” materia. A “1A” is
an envelope in which small physical items are placed, such as photographs,
computer printouts of license checks, and agents' handwritten notes of
interviews. Items placed in 1A envelopes do not require that the chain of
custody be tracked even though some of the itemsin the 1A envelopes may be
used at trial. A “1B” identifies evidence for which there is a chain of custody.
For example, this category of evidence includes material to be tested by the

"IMA isthe current official title for this support staff position. These employees were
originally called “rotors’ because the “rotor” is the storage area where the pending case files
are kept. The rotor is alarge horizontal filing cabinet that can rotate, allowing files to be
stored on both sides of the cabinet. The colloquia titleis still used frequently throughout the
FBI to refer to the IMA, and we use that term in this report.
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laboratory. We note that for the purposes of FBI information management the
term “evidence’ has a specific meaning to FBI personnel and refersto 1B items.
The“1Cs’ are used for 1A-type itemsthat are too large to placein al1A
envelope, such as alarge map or photograph. Elsur materia, also known as
1Ds, consists of items relating to e ectronic surveillance, such as tapes and
transcripts of intercepted or recorded communications. (Examples of FD-302s
are shown at Exhibit 3 at p. A-5; inserts are shown at Exhibit 4 at p. A-8; and 1A
envelopes are shown at Exhibit 5 a p. A-11. For each document, we show both
a sample form and a mock completed form.)

In 1995 and 1996, the FBI used “teletypes’ to send instructions and other
information that needed to be immediately disseminated to its field offices,
L egats, and Headquarters offices. A teletype machine instantly dispatched the
teletype to the recelving office. For communications that did not need to be
instantly dispatched, the FBI used an “airtel,” which was essentially a
memorandum. For example, when one field office sent items through the mall
to another field office, the sending field office often would attach an airtel
describing the items being sent. Both the teletype and the airtel have been
replaced by the “Electronic Communication” or “EC” that is currently in use.
The EC is transmitted instantly through the FBI’ s computer system. (We show
sample and completed forms of ateletype at Exhibit 6 at p. A-14; an airtel at
Exhibit 7 at p. A-18; and an EC at Exhibit 8 a p. A-21.)

I1l. Document Processing in the Field Offices

We set forth in this section a general description of the process used by the
FBI to manage documents and evidence. However, as we found during the
investigation, despite FBI procedures supposedly governing the process, field
offices differed in the methods by which they handled documents and 1A items.
We found that a clear understanding of the FBI’ s document-handling process
and, in particular, an understanding of the factors distinguishing “originals’
from “copies’ was necessary to determine where the breakdown in the
OKBOMB case occurred. Because the FBI changed computer database systems

8

® The FBI has many procedures governing document and evidence processing, including
such minutiae as prescribing when pencil or specific colored ink should be used for certain
tasks. Despite these detailed procedures, we nonetheless found considerable variation among
the field offices.
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in October 1995, many of the procedures that were used during some parts of
the OKBOMB investigation are not in use currently.

When different field offices are involved in an investigation, one office,
the office with primary responsibility for conducting the investigation, is known
as the Office of Origin. Other offices that assist in conducting specific
investigative tasks are known as Auxiliary Offices’ For OKBOMB, the Office
of Ori%i)n was a separate entity, which we refer to as the OKBOMB Task
Force.

If the Office of Origin needed investigative assistance from another office,
the Office of Origin sent instructions to the Auxiliary Office specifying either
generally or specifically what investigation was to be conducted. Thisis known
as sending a“lead.” (In Exhibit 8, pp. A-23-24, we show an example of an EC
that contains alead.) In 1995 and 1996, leads and other written communications
were sent by teletype. In OKBOMB, leads usually were sent to the field offices
from the OKBOMB Task Force. Though the Office of Origin “set” or assigned
most leads, an Auxiliary Office also could set leads, both for its own agents and
for other Auxiliary Offices. The investigation of a lead might generate a new
lead within a field office or within the jurisdiction of another field office.
Similarly, unsolicited phone calls from the public directly to the field offices
generated leads within that field office or in other field offices.

An Auxiliary Office agent conducted the necessary investigation and
memorialized his actionsin an FD-302 or insert. The agent signed or initialed
the FD-302 or insert, thereby marking the document as the “original.”** The

® The FBI currently uses the term “Lead Office” to describe the offices that are assisting

the Office of Origin. Asamatter of simplification, we use the term Auxiliary Office
throughout this report.

19 \We describe the structure of the OKBOMB Task Force at Section IV in this chapter.

" Accord ng to FBI procedure, the agent isto sign only one version of the document,
thereby distinguishing that document as the original. However, we found inconsistencies
throughout the field offices, and even within field offices, regarding whether agents signed
copies of documents or only originals. For example, one former Boston Division special
agent told us that he only signed originals while another Boston Division specia agent said
that agents often signed multiple copies. Thisinconsistent adherence to FBI policy hampered
the ability of the OIG to distinguish between originals and copies and thereby to determine the
(continued)
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original and an unsigned copy were then sent to a supervisor for review. The
copy was “block stamped” by the supervisor (in some offices the rotor would
apply the block stamp prior to the supervisor’s review), and the supervisor
initialed the copy to indicate that the supervisor had reviewed it. (We show a
mock original FD-302 at Exhibit 3, p. A-7, and an insert with a block stamp at
Exhibit 4, p. A-10.)

After the supervisor’ s review, the document went to the rotor, who entered
key information about the FD-302 or insert into the FBI’s computer system, and
if the agent or supervisor requested, indexed important information.™® To enter
the document into the computer, the rotor typed in the case number, the type of
document, who the document was to and from, the office of origin, and the date
the document was entered into the system.

The computer system in use at the time of the bombing until October 16,
1995, was known as the Field Office Information Management Support
(FOIMYS). Each case entered into FOIMS was given an individua case number.
The OKBOMB case number is 174A-OC-56120. The first three numbers of the
case number signify the case classification; “174” denotes a bombing matter (the
letter “A” signifies ahigh priority matter). The middie initials denote the Office
of Origin, in this case, “OC” meaning Oklahoma City.

The FBI attempts to track every caserelated item in its possession through
asystem of “seriaization.”™® All caserelated information, such as FD-302s,
inserts, internal communications, and physical evidence, are assigned “seria
numbers.” FBI files are organized by serial number. When a document was
entered into FOIM S, the computer assigned a seria number to it.  For example,
the file began with seria 1, seria 2 was put on top, and so forth.

(continued)
cause of the belated documents. (We discuss the significance of originals and copiesin
Chapter Three, Section 111 B 1.)

12 Names and other information can be “indexed” in the FBI's computer system, thereby

allowing FBI personnel to determine, for exa